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Introduction

" A Dr. Keith L. Hardiman

A DAF Deputy Chief Information Officer
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DAF CIO Strategy Snapshot

v

A

ABLING MISSION AGILOger modern capabilities to the warfighter and maximize efficiency

Modernize ] [
Conneciivity Accelerate DBS

INTRO

{ Unified Cloud ] [ DevSecOps ] [ DivesttoReinvest] [ Hybrid and Edge] [

O0g0
This strategy seeks to
operationalize Federal
Title Authorities
throughagile
governance, optimizea ¢,
Investments, proactive
risk managemeng&nd
decisive
empowerment. By
modernizing DAF IT =22 / DESCRIPTOR Enhancing Joint Workforcé
infrastructure and
defense business
systems, strengthening
cybersecurity, reducing
cost, and accelerating
innovation,the DAF
CIO will deliver a digital

enterprise where IT is a )LOE 5: ACCELERATIMGA & Al

SCALINDYBERSECURITY THROUGH THE LIFE@¥UduBlyenhancea secureandresilientdigital en

Automated Visibility & Zero Trust & ICAM DBS Audit & IT Contr
Instrumentation

Risk Management Resiliency

J

TO Risk Awareness ] [

ands

@.E LOE 3: OPTIMIZING THE WORKFQ®@R@Ep strategic talent within the DAF Civilian workforce to meet and adapt to mission d

Cyber Workforce Framework
Alignment

Workforce of the Future

-

Talent Management Digital Learning

LOE 4: INTEROPERABILITY THROUGH GOVERNANCE & COMRkibd béEvalue of DAF IT investments

¢
@ DESCRIPTORS: Strategic Oversight

Financial Stewardship Portfolio Optimization Policy, Compliance, & Governance Category Management

Unleash the power of data and Al for information dominance and operational superiority

Lawful Data & Al
Governance

Advance the Workforce

decisivecontributor to =
lethality, readiness, anc \\_f<k
mission success.

Al Innovation

DESCRIPTOR Scalable Data & Al Data on Demand

UNCLASSIFIED

STRATEGIC

AIM

Deliver streamlined,
secure, and
walrfighterfocused
IT that
increasedethality,
enhances readiness,
accelerates
acquisition, reduces
cost, andempowers
Airmen, Guardians
and Civilian
Professionals to
fight and win across
all domains.



Questions?
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Thank You!

For more information, please contact:

SAF CN Front Office

Email: SAFE.CN.Workflow@us.af.mil
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Keynote Address

Discerning the multiple dimensions of risk with commercial IT
solutions (COTS) based platforms

Mr. John Weller

CoFounderand CEO of the IT Acquisition Advisory Council, will present his
Insights on challenges and opportunities relating to assessing the man
dimensions of risk associated with commercial IT (COTS, Cloud, SaaS¥

Cyber Readiness at the Speed of Space
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John A. Weller
Co-Founder and Executive Director,

IT Acquisition Advisory Councill

(an ICH managed Public/Private Partnership)

The influx of commercial IT into DOW has
never been greater, neither has the
growing cyber attacks on commercial IT
Infrastructure (COTS, Cloud, Networks),
forcing DOW PMs to rethink traditional
risk assessment approaches that enable
greater information sharing and
collaboration.
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Assessing Risks iIn Commercial Items

The commercial IT/Al/Cyber market is exploding with both innovations
and risk.

A PM6s are facing the dual chall enges of increased r ¢
enabled cyber threats.

A PM and AgencyCxOsmust also answer the many legislative mandates including Clinger
Cohen Act, FI SMA, FI TARA, and EO14265, l eaving |1ttt
researchodé when resources are already stretched thir

A Delayed and miss-managed IT modernization efforts are keeping legacy systems that
drain resources and are rife with known cyber vulnerabilities that are under persistent

attacks.

Interop. Clearinghouse | John Weiler, CEQuhn@ICHnet.org Executive Director of the IT Acquisition Advisory Council john.weiler@IT
AAC.org | 703863-3766

10
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Managing Complexity and speed of COTS

PMs Feel increasingly overwhelmed...

A Fast paced IT market undermines
traditional research efforts.

A Mountains of Legislative Directives
relating to COTS, SCRM, ZTA, CMMC,
and Cyber Resilience

A Green Fields testing takes
too long and cost too much

A No Clearinghouse of shared
testing results emanating out
of Fortune500 or Silicon Valley

A No legal mechanism of
by Complexity, assessing emerging COTS
ll-equipped to evaluate COTS risk, outside of existing contracts
over Hyped Suppliers A Traditional Check List processes
Compliance vs Outcomes? ﬁe; Esﬁ too long and donot a
Conflicted ? 1
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Alignhing Resources with Rule of Law and Mission Needs

Partner Type User Groups, Standards Public Private Consultants, Innovators, System
Communities development Partnerships V&V, A&AS Tech Mfg, Integrators
Federal IT of Practice Orgs, Trade Firms Open Source
Lifecycle Associations
Requirement, Lacks access to OMB Lines of SDOs = Primary Provide Conflict free Limited accessto  Great source for FAR 9.5 OCI Rules
Gap Analysis commercial Business offers driver for open structure and industry lessons customer use cases, limit participation
Innovation ’ innovations or best Critical Role systems. Conflict economies learned. lessons learned.
ractices free structures of scale
Research P
MOSA/OSI Only when no other Agency CXO Provide standards  Principle source of Primary source of FAR OCI rules limit FAR OClI rules
company can provides critical of practice, not expertise. Organic  expertise, but participation prohibit direct
Plannin support guidance support access to standards requires access to support
9 Standards
PMO & IV&V Only when no other Not inherently Access to standards Optimized for this  Key role FAR OCI rules prohibit FAR OCI rules
Support company can Governmental of practice of area participation prohibit
support suppliers participation
Solution FAR Part35 prohibits Not inherently Access to potential Support role, Support role Provide Primary
Engineering use if available from Governmental suppliers already in provide process developmental partnership area
other sources market standards, lessons
learned
Performance Forbidden, may not Not inherently Potential OCI, ICH/IT-AAC does Internal IV&V for Provider of key Primary
Management develop material Governmental objectivity not develop,sell, or Prime contract technologies partnership area
solutions integrate any IT reduces risk.

& Acqusition 12
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DOW is just 1% of the Global IT Market

Thus demanding that DOW PMs improve cyber information sharing and collaboration with the other 99% of the market

Phase 1: Mission Needs Analysis

Business Requirements & Value Stream q Business Process N L. . .
Capability Gaps Analysis b Re-engineering Prioritized Business Requirements
I ———

k.

Measurable Outcomes; Business Metrics

) Communities of Practice Knowledge Proven IT Phase 2: Performance Assessment & Management
P Exchange Solution
N ' “ Y : i —
Align Proven Capability
‘. ‘/ @ = > — with Business Needs Feasibility Assessments;
CXOs ISVs Labs Service Oriented Specifications
'y N & Service Level Agreements

Lessons Innovation Research

Model New Solution

| | Normalized SVC Evidence Based
Components Solution Set
) Validated Analysis of Phase 3: Solution Architecture Modeling
Deliverables - Past Performance Alternatives

Validated Acquisition Strategy, —! : :
Service Level Agreements & Solution Validation & N Y Vetted Solution Architectures
Source Selection Criteria L Demonstration COTS Comparative Analysis
J Technology Assessment
Course of Action; Risk Assessment
AAM Problem Capability Solution Capability Feasibility Economic Roadmap Risk
Tools Statement Analysis Determination Prioritization Assessment Analysis Planning Assessment

UNCLASSIFIED
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DOW Tech Proving Grounds P3
DIU Initiated, ARL Hosted, IT-AAC Managed

IT-AAC Partners Agile Innovation IT Risk Mgmt | Industry Best | Pilots & IT Policy & #Companies
Methods Access Practices Contracis Compliance (SMEs)
ANSER Corp 325+
CMU Cylab v v v v v 150+
Cloud Security Alliance (CSA) \/ \/ \/ \/ \/ \/ \/ 48,000
USU Space Dynamics Lab \/ \/ \/ \/ \/ 750+
Interoperability Clearinghouse \/ */ \/ 360
(ICH) \/ \/ \/
Info Systems & Security Group \/ \/ \/ 10,000+
(ISSA) v v v v v
Object Mgmt Group Industrial v v v 4 V4 800+
Internet Consortium 250+
OMG/Digital Twins \/ \/ \/ \/ \/ 1,600+
HyperQube \/ \/ \/ \/ 1,100
Consortium for Information and 600+
Software Quality (CISQ) \/ \/ \/ \/ \/ \/
Telecommunication Industry 290+
Association (TIA)
MISI Dreamport 100+
The MITRE Corporation: it he concept of the Interoperability CIl ear i ngh o embdtytecksnolagiesino thatterwrtht v i |
the source, is especially needed. Such efforts should be supported by any organization that wants to stop puttmayey ioftdsnaintaining archaic software and obtuse data formats,

angd instead start focusing on botténe issues of productivity and cestf f ect i ve use of i nformation tec hlgr 0

IT-AAC Confidential UNCLASSIFIED 14
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Questions?

We at the Interoperability Clearinghouse (ICH), and our-WAC public service partners, have invested decades in
improving the state of Federal IT, and welcome the opportunity to leverage the significant investments of our public

F I 2RENY WGel qUII +t Ws YW q¢e UT W el ! WY W6 JadGWne #HRGRqC ql
collective work brings a unique mix of international standards, Fortune500/Silicon Valley Innovations, Physical
Testing Labs and World Class Domain Experts willing to mentor and facilitate the adoption of mission critical
technology at the speed of relevance.

DOD, GSA, IC and DHS have already embraced a suite of alternative, agile DevOps processes and innovation

| Jt D¢l HEWHE GE HRORQRIY Waéc¢c qlué e 2 JWAHWIWIUOWe UT 31 2qRORAIIT LWI
to take the extra effort to embrace alternative methods or sources of expertise outside the confines of the Defense

f Ul et ql RedW7 ¢t JOWW + W? 8?2kt WGI RAcC! ! WAGCUGGRYUWYNWRUUY:
Intermediary Agreement that closes the SCRM gaps leveraging a wide range of 1pafits working in the public
interests.

UNCLASSIFIED 15
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Thank You!

For more information, please contact:

| | : — < T |
-, —

. THE PENTAGON

HINGTON
Ay
\’-ﬁn:
e

—

John Weiler
Executive Director,CoFounderlT-AAC

Member, DOW BOND

John.weiler@ITAAC.org

CEOQO, Interop. Clearinghouse

john@ICHnet.org

703-863-3766

www.IT-AAC.org/DOGE UNCLASSIFIED
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Zero Trust Lightning Talks

Moderator:Mr. Mark MunQZSSC/S6 Cyber Security Resiliency Specialist

LT #1- DAF Zero Trust Functional Management Office (FMO), Capt Kristen Walsh
LT #21 National Institute of Standards & Tech., Dr. Parisa Grayeli, MITRE

LT #3- Self Evaluation for Mission Systems, Nedu Irrechukwu, MITRE

LT #4- Vendor Framework, Dr. Safwa Ameer, MITRE

LT #5- Zero Trust Defense in Space Satellite Development, Mr. Nick Cohen, Aerosp

Cyber Readiness at the Speed of Space
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DAF Zero Trust Update

Capt Kristen Walsh

22 APR 2026



Agenda

DAF ZT 101 & History

DAF ZT Solutioning

Year in Review, Way Forward

DoWZTPfMOPurple Team &
Planning Efforts

/=R0O
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ZT 101 Zero Trust Definition and Mission TROST

Zero Trust focuses on the mission, rather than the network.

Zero Trust is a data/application access strategyXhat

V  Assumes all resource requests originate from an untrusted source
Zero Trust

V  Grants access for each request after confidence, in both the user and device, is

established through identity verification and connection context attributes - = =
= o u b =
: : i : ] - o
V  Assumes compromise so the security policies and TTPs must change to meet this £ = -E ..E
strategic mindset E g = 9
- — : 'l‘_-l
= g = < o
Ll v (1] (¥} ¥
2| & B2 & | s
od s % g | 3
oo - 2 G £
@ =3 S 8
= o S
Continuous monitoring Extends beyond Attribute -based Infers multiple < <
and validation user authentication levels of confidence
Never Trust Always Verify Assume Breach
Assumes conditions of  Also assesses device Explicitly implements Dynamic granular
trust can change at any integrity across principle of least access to resources
point managed and privilege and data derived from session
unmanaged end compartmentalization context

user devices

21



ZT 101 Zero Trust Strategic Guidance
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The DAF ZT FMO leveraged both Dd&vel and DAFlevel ZT Guidance documents when building out the ZT Implementation Plan.

DOD ZT GOALS & POAM DAF CIO STRATEGIC ROADMAPS DOD ZT FAN CHART

¢ i DAF ENTERPRISE ROADMAF | SDWAN SR
s Wi DAF ENTERPRISE ROADMAP | ICAM ._‘_';‘_'ﬂ

E
Bagi

L

i DAF ENTERPRISE ROADMAP | ZERO TRUST L e

e —

Description: Description:

Description:

The DoD ZT PfMO outlined 4 ZT goals for a department The SAF/CN team under the direction of the QAB,
level ZT adoption and implementation that the DAF ZT  developed strategidevel roadmaps for DAF Zero Trust
FMO team translated into a POAM framework. The 4 implementation. It is built in alignment with DoD

goals are listed below: Architecture and intended to be updated on a quarterly

1. Zero Trust Cultural Adoption basis.

2. DoD Information Systems Secured and Defended
(Implementation Plan)

3. Technology Acceleration

4. Zero Trust Enablement

The DoD ZT Architecture to include 7 capability pillars,
42 capabilities, and 152 services/activities. The DAF ZT
FMO and DARre working to align status updates,
reporting, and task management frameworks to this list
of mandates.

22
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Zero Trust focuses on the mission, rather than the network.

DEC
2024
WHATAS BEEN DONE SO FAR | IPLAN 2.0 Scope NEXT STEPS
DAF ZT EIT ZT SIPR Gap ZT I-Plan 2.0 SECAF ZT Cloud Non -EIT
I-Plan Jamboree(s) Assessment & Glassdoor Wall Walk Refocused DoD
Jamboree Alignment
Brought ZT Outlined a plan and Seeking SECAF approval for Identified ZT Cloud Shifting focus to Non-EIT Scheduling of acceptance
JUN stakeholders together action items with required activities to Capability alignment to in I-Plan 2.0. The DoD criteria (purple testing),
2023 to discuss tasks, activities, dates, and OPRs implement ZT in EIT and DoD ZTMandate Pillars plans to release an OT acquisition/rollout/integra
timelines, and OPRs for ZT implementation on Non-EIT Environments (and with key stakeholdersto  Fanchart in Fall 2025 tion of NGG, ICAM, C2C,
for EIT ZT Milestones SIPR held Non-EIT Summit) confirm accuracy etc.
ZT SIPR Jamboree Working Action ltems 22RO 2T Cloud Wfll—w;lk | Decision Tree g

TROST

o o b i st 2 4 s G

23



Operationalizing Zero Trust in the DAF

Visibility & Analytics

A Capabilities: 6
A Target Activities: 12
A Advanced Activities: 6

DoD ZT STRATEGY

7 x Pillars
45 x Capabilities

152 x Activities

91 Target Activities are to be
completed by end of FY 2027.

¢KS aFfly OKI NI ¢
into 7 Pillars, 91 Target Activities, and
61 Advanced Activities.

Lo,
A A4

v

Device
A Capabilities: 7
A Target Activities: 14
5 1 LR
A Capabilities: 9

/=R0O
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DAF ZT REQUIREMENTS & PROJEC

A Log Parsing & Analysis A Enterprise Logging
A SIEM (IDCS + Sentinel) A CTI Data Feeds

A Behavioral Analytics (UEBA)

A Threat Intelligence

e (:) Automation & Orchestration

A Capabilities: 7
A Target Activities: 13
A Advanced Activities: 7

Applications & Workload

A PDP/PEP (NIST SP-808) A Enterprise API Service:
A AIML A CSSP & SOC R&R

A SOAR (IDCS + Sentinel)

A API Standardization

A Capabilities: 5 A DevSecOps A Application Inventory
A Target Activities: 12 A CI/CD Pipelines A sBom
A Advanced Activities: 6 A Software Defined Compute A Resource Authorizatior
A Vulnerability Management gateways
Network & Environment
A Capabilities: 4 A Macrosegmentation A Software Defined
A Target Activities: 10 A Microsegmentation Networking
A Advanced Activities: 3 A Software Defined A Access Control Rules
Perimeter (SDP) A Datain Transit
Data
A Capabilities: 7 A Data Standards A Data Rights
A Target Activities: 17 A Data Mesh Environment Management
A Advanced Activities: 14 A Data Tagging/Classification A File Activity
A Data Loss Prevention Monitoring

A Software Defined Storage

A ComplyTo-Connect (C2C) A ConfigMgmt Database
A Mobile Device Management (CMDB)

A Advanced Activities: 10 A Unified Endpoint A Detection &
Management (UEM) Response (EDR/XDR)
A Identity, Credential, Access A Privileged Access
A Target Activities: 13 Management (ICAM) Management
A Advanced Activities: 15 A UEBA & User Activity A Dynamic Access Rlle:

maonitarinaA
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Year In Review: Orchestrating Efforts and Execution TROST

Challenges

- Mapping what we currently have
- Aligning to the ZT Fan Chart

- Policy Orchestration

- Communicating ZT requirements
- Reporting on mission systems

Identity Governance: Microsoft Entra ID
. Mi f Ent Governance
* Microsoft Entra
- Decentralized Comply-to- el

* Microsoft Defender Endpoint Security:

C O n n e Ct for Cloud 1(3). Informationneeded to * Microsoft intune

* Microsoft Defender for Endpoint

Policy Information Points (PIPs)

Supporting Components

ICAM and Federated Identity: Microsoft Entra ID

- o Multi-Factor Authentication: Microsoft Entra ID
Policy Decision

I I = Microsoft Itune Spprove/dony accam regyest * Microsoft Global Secure Access Client
- Integration, Integration I(N): Initial Connection * Microsoft Security
! ! S(X): Session Management Service Edge (SSE) S(B). Information needed to . —
i o Mi ft Sentinel continually evaluate access Security Analytics:
|ntegrat|0n uiQeoltatine * Microsoft Sentinel

* Microsoft Entra ID Identity Protection, Defender
for Identity

to verify subject Allow/ requests;info

Good News Stories

access  periodically

session access « Microsoft SSE
* Tenable.io and Tenable.ad

- E5 Implementation in O365 o e _ ,
o o 0 . endpoint) Data Security: Microsoft Purview l
- Application Microsegmentation -

- OT Pilots: Spangdahlem, Chinook subject ) < teemivnaarioint (“poiicy Enforcement
Test Lab, BAH Arnold i Q= .:/.c-,int(sft)éngPS) —_
- DOWApproved ICAM SOlut'On Ugar Conditional Access

Endpoint / (D). Periodic reauthenticatior : ?gicg:;zfc:ir?ffender
- Purple Teams Ontrack: Scott Chperoniraeporeased o/l *Microsont lnsiie

* Microsoft Security

AFB, Cloud One Service Edge (SSE)

verify subject

I(2). Info needed (). S(A). AcceSSl S(C). Continue/revoke/limit * Microsoft Defender for Cloud

wald-up 3|8oon

Figure 1- Logical Architecture of E3BB(ST SP 18085: Implementing a Zero Trust Architecture)



TASKORD: Department of the A Force
Zero Trust Implementation

/ Pase IV:

Full Operational
Capability
Achieving a mature,
integrated architecture

that continuously
re-verifies every user,

Expansion and device, and connection.

Optimization
. Scaling Zero Trust across
S £ the enterprise and refining
| - automated response
Phase Il: Initial capabilites.
Implementation
| . Deploying core Zero Trust
-and Planning capabilities and beginning the
Establishing the foundational shift toward data-centric
| roadmap and strategic alignment security.

| for enterprise-wide adoption.



Purple Team Assessment:

A
TROST

How does Target or Advanced ZT actually get "validated"?

3 Step
Self-Assessment Process
(PASS/FAIL)

10-step
ZT Acceptance Criteria
(PASS/FAIL)

91/152
Independent Purple Team
Assessment Results

ZT Target or Advanced level
ZT validation by DoD CIO//ZT
PfMO

[ Must demonstrate stopping

YOU ARE WHO YOU
SAY YOU ARE

Continuous
authentication and
credentialing.

ASSETS ARE ASCRIBED W/ ACCESS
& USE CHARACTERIZATIONS

'U‘ - When, where, and how
m L information is allowed
for use.

YOU ARE AFFIRMED TO
ASSUME A ROLE

Authorization,
verification, and
validation.

POLICY IS SPECIFIED
TO DICTATE ACTIONS

()
-
0
-

BEHAVIORAL ANALYTICS TRACK
AND EVALUATE PATTERNS

ML/AI

ROLE ASSUMED IS
SPECIFIED

Attribution and
behavioral rules.

IBAC/RBAC/ABAC IS
CONSISTENT & VALIDATED

O]
OO Rules are consistent,
‘ ‘ coherent, complete,
and validated.

UNANTICIPATED CONDITIONS
ESCALATED

Immediately for
accommodation.

adversary freedom of
movement |

RESOURCES ARE ASCRIBED

W/ OPERATING
CHARACTERIZATIONS

(o]

.0 Attribution.
Y "0
o

APPLY ZT DETERMINATIONS

ACCURATELY

Continuous

;Q authentication and
- credentialing.
= 9



Questions?
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Implementing a Zero Trust Architecture (ZTA)

National Institute of Standards and Technology (NIST)
National Cybersecurity Center of Excellend€Cok

Dr. Parisa Grayeli
Principal Cybersecurity Engineer
The MITRE Corporation

Cyber Readiness at the Speed of Space
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NISTNCCoEOverview
NCCoEZTA Project
NCCoEDevSecOpsProject
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National Cybersecurity Center of Excellen®dJCol:

MISSION & VISION

The National Cybersecurity

Center of Excellence (NCCoE), a
part of the National Institute of

Standards and Technology (NIST),

is a collaborative hub where

industry organizations,

government agencies, and

academic institutions work
qYNWqd6 Il WaYWeT T 1 1344

most pressing cybersecurity

R - . - :
| \
! )
o,
VIEW OUR WORK ( JOIN A COMMUNITY OF INTEREST ( SUBSCRIBE TO UPDATES C a e ng eS
\ \ )
= \ , Y

NATIONAL

ler} @ CYBERSECURITY

CENTEROF EXCELLENCE

Working
Together for
Cybersecurity

At the NCCoE, we bring together experts from industry, government, and academia to
address the real-world needs of securing complex IT systems and protecting the nation’s

critical infrastructure.

WW\W.Nccoe.nist.gov

UNCLASSIFIED 31



UNCLASSIFIED

NCCoEZTA Demonstration Project

0 '.000010er ')u
o 2

aLYutSYsyuAya

NIST Special Publication 806207
Zero Trust Architecture

Scott Rose
Oliv B h
Advanced A ‘echnolog
Injh . Techn 1@1 Im

NIST SP 86R07, ZTA

Zero Trust Architecture
Deployment Approaches

A Enhanced Identity Governance (EIG)
A Micro-segmentation
A Software Defined Perimeter (SDP)

A Secure Access Service Edge (SAS}

UNCLASSIFIED
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Built 19 Example ZTAs
NIST SP 1800-35

32
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NCCoE ZTA Demonstration Project

Cloud Services

Enterprise

Branch Site
. @ o

. ‘"m . En'it_elzgazrlse

i ﬁ\;’g Enterprise

A | 8 : . i
&l Ny

Teleworker &V Enterprise

- HQ4
Coffee Shop

INTERNET |

UNCLASSIFIED

NCCoE ZTA Demonstration
Project Goals and Focus

Deployment Approaches

wEnhanced Identity Governance (EIG)
wMicro-segmentation

w Software Defined Perimeter (SDP)
wSecure Access Service Edge (SASE)

Demonstration Scenarios

wEmployee and Contractor Access to
Corporate and Internet Resources

wlInter-server Communication
wCross Enterprise Collaboration
wTrust Score/Confidence Level
wData Level Security

33
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NCCoE ZTA Reference Architecture

ow 09 140 OB ©® @ O
: . () . _ .

Security Analytics
~  EDR/EPP % 7 ICAM N PE/PA / Protected Resources \
8 1 \ i E
R i Policy ;
= Identity Access & Credential Mgmt.i | | Determine Access| ‘! Cloud Apps o
o Authentication (SSO/MFA) | " Workloads 5}
Windows User uthentication (. VRN S
Device Authorization (S}
Linux
’ Federated Governance ,"/ \\‘
‘ macos Identity & [ ] e [ File share ] [ Database] O
’ D \ Directory ! fe—— ]
\\ i /l | S ‘ P
Mobile Device L —>ervice o m 3
(i0S) Grant Access [ S — ] [ Application ]
Mobile Device
) (Android) J \ J/

papp——

————

Data Security
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BRANCH OFFICE
(ENTERPRISE 1)

Management
and
Orchestration

Shared Services
VLAN

] [~
==

Carporate

WLAN

ENTERPRISE 1

UNCLASSIFIED

Physical Architecture

Shared Services
VLAN

Shared Services
VLAN

Corporate
WLAN

—l
= [=

Corparate

VLAN

Corporate
VLAN

Shared Services
VLAN

e
-

ENTERPRISE 2

.
-

Corporate
VILAN

Corparate
VLAN

ENTERPRISE 3

UNCLASSIFIED

—] [
- -

Corporate

WVLAN

ENTERPRISE 4
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ZTA Collaborating Organizations

Appgate
AWS

Broadcom (Symante
& VMware products)

Cisco
DigiCert
F5
Forescout

Google Cloud

lvanti

Lookout

Mandiant

Microsoft

Okta

Omnissa

Palo Alto Networks
PC Matic

UNCLASSIFIED

Ping Identity

Radiant Logic
SailPoint
Tenable
Trellix
Zimperium
Zscaler
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Sample Implementations

(For detalls, please refer to NIST SP 180635
Implemented 19 builds, only twp samples are shown here)
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Zscaler as PE
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Microsoft as PE
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Project Output

NIST SPECIAL PUBLICATION 1800-35

Implementng aZero Trst Arectre ] [=inianl A Executive Summary,
=2 =22 Introduction, & Project
Overview
A Architecture and Builds
A Build Implementation
Instructions
A Findings
A Functional Demonstrations
N A Risk & Compliance Management

High Level Document Full Document A Zero Trust Journey Takeaways
in Web Format
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Other Project using Zero Trust

/7

A Leveraging the ZT enterprise environment to support
NCCo:EO0s

A DevSecOp<Practices project
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DevSecOpsPractices

OBJECTIVE:

Demonstrate and document practical approach and
recommendations for DevSecOpspractices consistent with
NIST Secure Software Development Framework (SSDF)

. SECURE SOFTWARE
SCENARIOS: DEVELOPMENT

Demonstrate DevSecOpspractices in multiple proof-of- FR?QASE[\)/\QRK
concept use case scenarios that involve software

development environments integrated with different industry

technologies, including security practices associated with
**This project initiated in March 2025 to support the directive

the use of Al capabilities and zero trust architectures
A Closed Source Software Development (initial focus) outlined in Section 2(c)(i) of Executive Order 14306
A Free and Open Source Software (FOSS) Development
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NCCoEDevSecOpsReference Model

CONTINUOUS DEVSECOPS LIFECYCL

PLAN/ DEVELOP} . I l RELEASEJ

cwssssssm)p  Continuous Feedback

_ Continuous Build
_ Continuous Integration
_ Continuous Delivery
_ Continuous Deployment
_ Continuous Operations

Continuous Feedback <

Continuous Improvements, Security, and Monitoring

SECURE SOFTWARE DEVELOPMENT FRAMEWORK (SSDF)
ZERO TRUST ENVIRONMENT

Control Gates
|:| DevSecOps Phases
| | ci/co pipeline
I:I Continues Feedback

Continuous Improvements, Security and Monitoring

Secure Software Development Framework (SSDF)

Overall Security Environment (ZTA)
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References

AZTA Project Website

https://www.nccoe.nist.qov/proj
nting-zero-trust-architecture

ADevSecOp¥§Vebsite

https.//www.nccoe.nist.qgov/projects/secure
software-developmentsecurityand
operationsdevsecopgpractices
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Questions?
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Thank You!

For more information, please contact:

Alper Kerman Dr. Parisa Grayeli

Principal Lead for Zero Trust Program Principal Cybersecurity Engineer
NIST The MITRE Corporation
alperkerman@nist.gov pgrayeli@mitre.org and

parisa.grayeli@nist.gov
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Distribution Statement A. Approved for public release: distribution is unlimited

2026 SSC CYBER EXPO

Zero Trust Self Evaluation for Mission
Systems

Mr. Nedu Irrechukwu
Lead Cyber Security Engineer
The MITRE Corporation

Cyber Readiness at the Speed of Space




Introduction

Motivation

ZT Gap Analysis
Self-Evaluation Tool
Self-Evaluation Process

Takeaways
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Introduction

-/

W7 Zero Trust shifts from perimeter to data  -centric defense, reduces the attack surface,
promotes least privilege access and limits lateral movement.

W7 A Zero Trust architecture provides the infrastructure upon which relevant cybersecurity
controls necessary to mitigate known threats are applied and integrated

W7 Recognizing that Zero Trust implementation is a journey, the DoW outlined two ZT
maturity levels (Target and Advanced) in an effort to accelerate ZT adoption
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Motivation

-/

The DoW recognized that Zero Trust Implementation has become a necessity for
components to adequately protect and mitigate modern threats

7 DoW components expected to meet ZT Target Level maturity by September 2027

7 The DAF I-Plan outlines a gap analysis as an early step towards the ZT Implementation

UNCLASSIFIED 53



UNCLASSIFIED

Zero Trust Gap Analysis

-/

Target encapsulates the minimum set of capability outcomes and activities that
necessary to mitigate against currently known threats

W7 There are 91 Activities in Target level maturity and 61 in Advanced level maturity

W7 Using S60s s p-evalatibs thod tha assessrheht process evaluates existing
controls and processes against Target level maturity

W/ SSC/S6 proactively engaging with mission systems to help conduct a gap analysis via the
ZT self assessment process
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Self Evaluation Tool

-/

Tool facilitates the process of evaluating ZT maturity based on DoW ZT Activities

Tool represents the Target and Advanced Level Activities by Pillar
W7 Each tab or worksheet represents a pillar, each row represents an Activity

B Gap Analysis tab provides a high -level view of results including results per pillar
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Self-Evaluation Tool - Responses

ZT Pillars



